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User 1 User 2

(Dc:tosets) (Dc:tosets)
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H#2 dd-mm-yyyy hh:imm:ss OK



GUIDE

SETTING UP RCLONE FOR AUTOMATIC
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/v ERDA.au.dk — Instrument PC

Install rclone or ERDA SIF
DRIVE and add to PATH.

Create Workgroup and sub-workgroups
for individual users.

Create 'Share Link' and note
down the 'Share Link ID'.

Configure remote connection

using the ERDA 'Share Link ID'.

Create automation scripts for 'timestamp
creation' and 'rclone copy to ERDA Workgroup'.

Setup 'Windows Task Scheduler' every 15
minutes for continued copy to ERDA.

Recieve files from Instrument
PCs (data and timestamps).




+ In this example, we will create an automatic transfer of content from the local folder,
"CA\Data\mmTIRF_erda_share_PC", on an instrument PC with internet access, to ERDA cloud
storage in the Workgroup “mmTIRF” using a Share Link.

% Made with help from Thomas Vosegaard and Jesper Lykkegaard Karlsen

1. Create a new Workgroup on ERDA for your transferred files (or use an existing folder on ERDA).
For data from instrument PCs with several users, Workgroups are preferred over reqular folders, since you will be able to
add owners and members to Workgroups - they will be able to see and edit all subfolders in the Workgroup.

In this example: mmTIRF

/v

P2
=

8 A IIH

Additional Workgroups
Please enter a name for the new Workgroup to add, using slashes to specify nesti
own a Workgroup called ABC, you can create a sub-Workgroup called DEF by ente
below. 2)

o | D -

2. Create sub-Workgroups for each instrument user and add each user as a member of the specific sub-Workgroup.

By creating this workgroup-structure you ensure that users cannot access each other’s data on ERDA.

Additional Workgroups

Please enter a name for the new Workgroup to add, using slashes to specify nesting. I.e. if you
own a Workgroup called ABC, you can create a sub-Workgroup called DEF by entering ABC/DEF
below.

immTIRF/Userl ’ Create Workgroup

3. Your workgroup-structure will now look something like this:

0 mmTIRF 0%
~ Name 4 Size & Type 4 Date Modified * ...
B Userl 25.00 KB dir 2025-08-15 14:44
B User2 25.00 KB dir 2025-08-28 14:18
B User3 25.00 KB dir 2025-07-07 10:25
B Userd 25.00 KB dir 2025-07-07 10:26




4, Click ‘Share Link’ on the instrument Workgroup, here mmTIRF = Create

B mmTIRF 25.00 KB dir -09-04 13:00 EI

Open Folder

-pn'vate_base dir 2025-08-12 10:09 g

Create Folder

M public_base Create File dir 2025-08-12 10:09 / ..u
Upload File

[} Pack dir 2025-08-13 13436 aee

Copy

Delete Folder

Rename

Share Link Create

Im|
Archive v P

Data Transfers 4

Advanced v

5. Give both “Read Access” and “Write Access”

Create Share Link [ ]

You can explicitly share files and directories with anyone using share links. That is especially useful when sharing data with people who do not have an account here, so that basic
Workgroup sharing is impossible.

Individual files can only be shared read-only, but folders can additionally be shared with read-write or write-only access to allow recipients of the share link to write and upload in the
share.

File/folder to share: mmTIRF/

Read Access Write Access

(o X cancel

6. Click OK = You can now see the Created Share Link ID at the top (XXXXXXXXX). This, you will use as a username and

password when creating the ERDA transfer via rclone.

Command output

Created Share Link
[ro: |

Path: mmTIRF

Access: read,write
@ 0pen share link

[/ Edit and send share link

7. Onthe PC which is logged on the shared instrument User: Install rc/one or ERDA_SIF_DRIVE as an app via the Company
portal/Firmaportal or install rc/one online by direct download. If you install ERDA_SIF_DRIVE you will directly have rclone

and all dependencies installed with it.

ERDA SIF Drive Rclone
Firmaportal Aarhus Universitet Relone
App

Installér
Afinstaller

8. Addthe path to PowerShell:

a. open “Windows Powershell” and type the following:



10.

11.

12.

13.

[ $userPath = [Environment]::GetEnvironmentVariable("Path", "User")

c. AT IR S o SR CE AN EAN LI N b=l (Where C:\Path\To\Your\Program usually is found

here: C:\Program Files\ERDA SIF DRIVE\)

SB[ Environment]: :SetEnvironmentVariable("Path", $newPath

e. Youcan check that it is correctly set up by closing and re-opening PowerShell and type:

£ SAVHINGIERT 1S A cnd look for the path

g.  You might have to restart your PC for the path-change to take effect

Add the path to the command prompt as well:
a.  Open the command prompt (cmd) and type the following:
[OSet PATH= %PATH%; C:\Path\To\Your\Program

c. You might have to restart your PC for the path-change to take effect

Setup the transfer using the rclone command in the terminal (cmd):

rclone config create mmTIRF_erda_share sftp host io.erda.au.dk port 2222 user XXXXXXXXX
Test that it works by typing: el Xe] RS LR -Fale W (E VI

Create a file (in an optional folder, for example C:\ERDA scripts\) called “rclone_copy.ps1” with the content:

rclone.exe copy -1 C:\Data\mmTIRF_erda_share_PC mmTIRF_erda_share:

IRl eIRC I clone .exe copy -1 source_path destination_pathEERtlagle|ReleliaRelaY=NDLY)]

Here, m will copy all newly added files to ERDA, or files where the size or content has been updated.

If you wish to synchronize from ERDA to the workstation instead, you simply have to reverse the order of the paths.

If you use instead of , the folder will be synced, meaning that if you delete files in
the [LTIERIReERE] they will also be deleted in the !

Create a file (again, in an optional folder) called date.bat with the content:

@echo off

echo %date% %time:~0,-3% > C:\Data\mmTIRF_erda_share_PC\timestamp.

Create a scheduled tasks in “Task Scheduler” on Windows:

a. Goto the folder you want to save the task in. In this case “Custom”.



b. Create Task.. > Name: ERDA clone - Triggers = every day, every 15 minutes

<) der.
File Action View Help slder
e 2B BE General Triggers Actions Conditions Settings.
1) Task Scheduler (Local) Name ‘Status:| Tiiaqers | Nt Ruri Time.|. Lnst Riun Time | Lust Ao Resuk | Aulhor | Ciested Actions When you create a task, you can specify the conditions that will trigger the task.
@ Task Scheduler Library 9 § “ S
* Custom
T Googlelser Bl CreaeBa] Trigger New Trigger
Microsolt Create Tof
Import Ta] Beginthetask:  On a schedule ~
A Disply A Settings
2| Dsableal o
ot O Onetime | Stert: [08-08-2025 - | [1200:00 % | O Synchronize across time zones
B Create Task 4
5 © Daily ;
General i
eneral Trigger: Actions Conditions Settings O Weekly Recur every: days
Hame: ERDA clone
O Monthly
Location: \Custem
Author  UNNaus1959
Description:  Runs relone_copy and creates fimestamp every 15 minutes
Advanced settings
() Delay task for up to (random delay): 1 hour
When running the task, use the fellowing user account: 8 Rep e el mmes: £l
UNILauS41956 Change User... () Stop all running tasks at end of repetition duration
© Fun anly when user s Iogged on —‘ (] Stop task f it runs longer than: 3 days
) Run whether user is logged on or no 5
2 < 9ged * (O Bxpire: pa-0a-2 15:14:42
Do met store password. The task will oy have access to local computer resources.
() Run with highest privieges @i
) Hidden Configure for: | Windows Vista™, Windows Server™ 2008
oK Cancel Cancel
L .

Actions = New.. = Program/script: Browse... = find conhost.exe under System32 folder and choose this.

Add arguments - write the following:

--headless C:\ERDA scripts\date.bat\|

Here, C:\ERDA scripts\ is the path to your date.bat file.

Genenal Triggers Actions Conditions | Settings

When you creste a task, you must specify the action that will eccur when your task sterts.

Action Details
| | Starta program c 2\conh headless C:\ERDAf
Edit Action % =
You must specify what action this task vill perform. =
Action:  Start 2 program
Seftings
Program/script:
C\Windows\System32\conhost.exe Browse.
Add arguments (optionsl) ~headless C:\ERDA fles
Startin (optional): | =
New
Cancel

[ o Cancel

Actions 2 New.. 2 Program/script: Browse... 2 find conhost.exe under System32 folder and choose this again.
Add argument > write the following:

powershell.exe -ExecutionPolicy B

pass -File “"C:\ERDA _files\rclone_copy.

Here, C:\ERDA scripts\ is the path to your rclone_copy.ps1 file. > OK

Settings = untick “Stop the task...” > OK




B Creste Tact A5 (@ timestamp Properties (Local Computer) X
)
General Triggers Actions Conditions Settings
When you create  task. you must specify the action that will occur when your task starts, General Triggers Actions Conditions Seftings  History
Specify additional settings that affect the behavior of the task.
Adtion Details
| snsprognm ca CAERDAf
c h ~headless hel.exe -E
B Allow task to be run on demand
Ecit Action X
) Runtask as soon as possible after a scheduled start is missed
Veu must specify what action this task will perform.
Action:  Start 3 program v [ Ifthetask fails, restart every: 1 minute
Settings
3
Program/script:
C\Windows\System3Ziconhost.exe Browse. 14
= , 3 days
— Aad arquments (optionall ~headless powershellex [ stop the task if i runs longer than:

Stattin (optionsl
ot in (optionsl B ifthe running task does not end when requested, force it to stop
Cancel

I [ I the task is not scheduled to run again, delete it after: 30 days

If the task is already running, then the following rule applies:

Do not start 2 new instance ~

ok || Cancel Cancel

14. After clicking OK, your task (creates timestamp and transfers new/modified files to ERDA) should run every 15 minutes

when the user is logged on. Make sure that it creates the timestamp first, and then runs the rclone script!

15.70 copy your data directly into the user sub-workgroups, create subfolder in the source folder (here

mmTIRF_erda_share_PC) with the same titles as you have on ERDA: User1, User2, User3, etc.



ADDITIONAL INFORMATION

16.To delete @ configuration file on the workstation, write the following in the terminal (cmd):

rclone config delete [nhame]

For the example with mmTIRF_erda_share:

rclone config delete mmTIRF_erda_share

You can most likely find the configuration file “rclone.conf” here:

"C:\Users\auXXXXXX\AppData\Roaming\rclone\rclone.conf"

17. To delete a Shared Link on ERDA, go to the “Manage share links for easy data exchange” tap in the menu, and press the

red button to remove the Shared Link ID.

/v

- JENN - Y

1

Manage share links
Share Links
@O 1to3of 3rows © ©| 25 share links per page v @
1D # Action & Path % Access = Created ~ Active # Invites
= /) @ mmTIRF read, Tue Jul 1 16:52:52 Yes
i write 2025
2@ LML read, Tue Jul 1 15:41:07 Yes
write 2025

18. If the PowerShell script fails to run, even though you have put “-ExecutionPolicy Bypass” in the argument, you might have to

change the ExecutionPolicy for Windows PowerShell, if you are setting this up on your personal work computer:

a.

e.

Open Windows PowerShell ISE and open the rclone_copy.ps1 file and try to run it. If you get an error regarding
execution right, you will have to change these. Read more here.
Elevate to admin right via Heimdal Thor Agent (not needed on instrument PCs)

Open Windows PowerShell as administrator

Write the following in the terminal:

Check if you can run the script now and see your files on the ERDA cloud

19. To mount and unmount your drive on shared workstations, do the following:

a.

b.

Open the ERDA SIF DRIVE app.
Click the “Public key text:” box, which opens the browser and copies the text in the white box (1)
Log into ERDA user your own ERDA account

Paste the text into the “Public Keys box” (2)


https://learn.microsoft.com/da-dk/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.5

e.

f.

ag.

h.

Copy your Username and paste into the Username box in the app and press ENTER

Login Details

* Host ic.erda.au.dk
* Port 2222

- vsememe IE— )

s Publickey / Password as you choose below

You may be asked to verify the server key fingerprint (MD5) or
(SHA256) first time you connect.

Public Keys

You can use any suitable private keys you may have, or create a new one. ERDA supports the following key types: ssh-rsa, ssh-dss,
ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-ed25519 In any case you need to save the contents of the
corresponding public key (e.g. id_rsa.pub) in the text area below, to be able to connect with username and key as described in the Login
Details.

#HocRQRs=Re

1
2
3

(leave empty to disable sftp access with public keys)

Password ? ERDA / SIF @ AU - ERDA — a x
Please enter and save you Connection: ERDA 1 username and password as described in
the Login Detalls. Usernere: - (3 )

Public key text:

sesanseen ERDA
(leave empty to disable sfl 4”” T _
Save SFTP Settings Test Connectmnl UHmuuntl Mmmtl Opsnl

Press ‘Mount' if possible, or press ‘Test Connection’ to troubleshoot or contact ERDA support if needed.

You should now find your ERDA drive under the Z-drive

~ Devices and drives

LI
= - —

:

OSDisk (C:)

~ Network locations

I

P
 —

UNI File System (0:) | ERDA (V\erdasif) (Z:)

Work with your mounted ERDA folder until you are done for the day
Last part is only needed for shared workstations with multiple users:

i. Press ‘Unmount’ and close down the ERDA SIF DRIVE app.

ii. Open ERDA in the browser again and remove the ‘Public key’ so other users are not able to mound your

ERDA drive on the Workstation.

Public Keys

You can use any suitable private keys you may have, or create a new one. ERDA supports the following key types: ssh-rsa, ssh-dss,
ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-ed25519 In any case you need to save the contents of the
corresponding public key (e.g. id_rsa.pub) in the text area below, to be able to connect with username and key as described in the Login
Details.

1
2
3

@

2e

Workstation key removed!




20.1 you have to transfer large amounts of data while the PC sleeps, you might have to change the Power Management
Settings for the Ethernet adapter:
a. Open Device Manager as administrator
b. Find the ‘Ethernet Connection Properties’ under ‘Network adapters’
c.  Remove the tick mark from “Allow the computer to turn off this device to save power”

d. Click OKto save the settings. Now, rclone can transfer the data even if the PC ‘goes to sleep’

Manager = | *

File Action View Help Intel(R) Ethernet Connection (17) 1219-LM Properties >

@ $ | | D | | i | E | & General Advanced Diriver Details

Events Resources Power Management |l

D59579

i Audio inputs and outputs Intel{R) Ethemet Connection (17) 1215-LM
I Audio Processing Objects (APOs)

9 Bluetooth
E Computer [ Mlow the computer to tum off this device to save power

[

[T

s Dizk drives P i3 i
[ Display adapters Only allow a magic packet to wake the computer
i Firmware
Human Interface Devices
=@ |DE ATA/ATAPI controllers
Keyboards
g Mice and other pointing devices
[ Manitars
I Network adapters
? Bluetooth Device (Personal Area Metwork)
% Cisco AnyConnect Virtual Miniport Adapter for Windows x64
? Intel(R) Ethernet Connection (17) 1219-LM
I? Intel(R) Wi-Fi 6E AX211 160MHz
I WAN Miniport (55TP)
= Print queues
1 Processors

B Security devices | Cancel

C v v v v v v v v v v v

W

w




WEBSITE HOSTING FOR SYNC OVERVIEW

s If you have several instrument PCs you might want to have an overview over all sync
statuses that you can access anywhere. This can be solved by hosting a static html page
through ERDA using Scheduled Tasks (Cron Jobs). Made with help from Mathias Harding

Tolstrup.

//\y ERDA.qu.dk

Create new Workgroup for the public backup
website on ERDA

Set up a Cron Job on ERDA to collect and visualize all
timestamps on html website in the new Workgroup.

Save backup-page.html file from template
into the Workgroup.

Edit the html file to list your
timestamps.

Make Read-only 'Share Link' and open the html
file via the Share Link and copy the path for the
shared public status page.




21. Create a folder or Workgroup on ERDA. In this example, we call this Workgroup “VB-group-public-backup”. This Workgroup

is going to contain your HTML file as well as the timestamp.txt files from your instrument PCs.

22.Go to “Schedule Tasks” on ERDA. If you cannot find this on the ‘ERDA Welcome Page’, then press “Add” and ‘tick’ the box for

®

“Schedule Tasks”

Your apps & app-
setup

Here you can select which apps you want to use in your ERDA system. Only Home, Files,
Workgroups, Archives, Settings, Setup, Logout are mandatory.

Select your apps

Schedule
Tasks

w»

Data Transfers People Downloads

( save )

23. Set up a “Cron Jobs” transfer for each timestamp.txt from your ERDA instrument Workgroups. In this example, we show it for
two different instrument Workgroups. While transferring the timestamp, you also rename the file to end with the source

Workgroups name (in this example, “_mmTIRF” and “_Luminosa”).

For setting up the Cron Job to repeat every minute use the UN*X crontab format; * * * * *

DelplellH* * x x * cp —f mmTIRF/timestamp. group—public-backup/timestamp_mmTIRF.txt

- Save Cron/At Jobs Settings



Schedule Tasks

Manage Tasks View Logs

Manage Scheduled Tasks

You can schedule ERDA commands to run on your behalf at given times. In that way you can automate many of the routine tasks
that you would in practice be able to do manually, but which would be tedious and inconvenient to repeat every time. This
includes tasks like regular backup or archiving, which typically makes most sense to run e.g. every night or once a week.

Information about any scheduled actions you configure automatically gets logged and you can use View Logs above to inspect
them.

The fold-outs at the bottom contain additional help on the available commands and the format in use.

All timestamps implicitly use the site timezone where the date and time is currently 2025-08-13 15:29:33.

Cron Jobs: Repeating Command Schedule
Each line here follows the standard UN*X crontab format with five time fields specifying when to run, followed by the command to

run.

da @R e

1 ##% Cron Jobs: Regularly Running Tasks
This is a standard crontab specification describing actions to run on your
behalf at given times. Lines starting with a '#' are comments, only used for
explaining things. All other lines represent a scheduled task.

Each task to run has to be defined through a single line indicating with
different fields when the task will be run and what command to run for the
task.

To define the time you can provide concrete values for minute (m), hour (h),
day of month (dom), month (mon), and day of week (dow) or use "*' in these
fields (for "any').

For example, if you have a Documents folder and want to create a backup of it
at 5 a.m every week, you can do so by adding a rule like:

8 5 * * 1 pack Documents Documents-backup.zip

somewhere below this help text. Just leave out the leading '#

A K B K N B M R R M

m h dom mon dow  command
— —

# % x % % cp -f mmTIRF/timestamp.txt VB-group-public-backup/timestamp_mmTIRF.txt
# % % % % cp -f Luminosa/timestamp.txt VB-group-public-backup/timestamp_Luminosa.txt

At Jobs: One-time Command Schedule
For one-time commands you can use the following field instead. Each line consists of a time stamp in ISO format followed by the

command to run at that particular time.
! =R e

1 ##F AT Jobs: One-time Tasks

This is a basic at schedule file. It is similar to the crontab only with
time stamps leading the command line.

It uses the ISO time format YYYY-MM-DD HH:MM:55 so to schedule a one-time
backup like the cron job example and make it run on the 14th of May 2819
42 minutes past midnight one would enter something like:

2019-85-14 ©8:42:88 pack Documents Documents-backup.zip

You can insert such commands below and just leave out the leading '#'.

A H

yyyy-mm-dd hh:mm:ss command

Save Cron/At Jobs Settings

» Help on available cron/at variable names and values

» Help on available commands and arguments

Support = About | @

- check that the task was successfully saved when pressing ‘Save”:

Save Scheduled Tasks

Return to schedule task overview

24, Go to the shared folder (link below) on ERDA and save the content of backup-page.txtas an html file (backup-page.htmi)

in your own folder = https://anon.erda.au.dk/cgi-sid/ls.py?share _id=gKdk?tHhDZ



https://anon.erda.au.dk/cgi-sid/ls.py?share_id=gKdk9tHhDZ

Shared Files
Working directory:
gKdk9tHhDZ
5698 Wed Aug 13 13:36:00 2025 [ backup-page.txt
ﬁ VB-group-public-backup o@
- Name % Size % Type % Date Modified % ...
Dt’lmestamp_mmTIRF.txt 21.00B txt 2025-08-13 15:07 ans
Dtimestampruminosa.txt 22.00 B txt 2025-08-13 15:07 nn
@backup—page.htm\ 5.56 KB html 2025-08-13 13:12 ans

25. Edit the backup-page.html file, scroll to the bottom and change the standard names to your own PC information (line 124)

@backup—page.html 5 56 KR htm]
Show
[ timestamp_Luminosa.txt Download

// ---- Only edit here: add/remove PCs ----
fillRow( 'mmTIRF", ‘timestamp_mmTIRF.txt');
fillRow( 'Luminosa', 'timestamp Luminosa.txt'

AL ]

T
</script>
</body>
</html>

e sl el sl alel
WA RN R RN R
(RGN SN

HTML/Text Editor Code Editor Raw text field

Save Changes

26. Make a Share Link with Read access for the folder, go to the Share Link and open the .html file from there. The URL of this

site can now be reached by anyone with the link.

'h\.’B—group—public-hackup 25.00 KB dir 2025-08-13 13:36 E

Open Folder
Create Folder
Create File
Upload File
Pack

Copy

Delete Folder

Rename
T

Archive L Import

Data Transfers 4

Advanced 4




Shared Files

Working directory:
Fk7i0S2eEY

5698 Wed Aug 13 13:12:42 2025& backup-page.html
22 Wed Aug 13 15:22:01 2025 [] timestamp_Luminosa.txt
21 Wed Aug 13 15:22:01 2025 D timestamp_mmTIRF.txt

€« c z;l anon.erda.audk/share,red\red/Fk?lDSZeEWbackuprpage.h(m\I Qa ¥ G e R *OOO @

[3 WORK  [3 Andet [ Bolig [ All Bookm

ASiMoF Instrument PC synchronization

Shows up-to-date synchronization timestamps pulled from ERDA.

Generated at: 13-08-2025 15:24:07
Instrument PC Last sync (ERDA) Status
mmTIRF 12-08-2025 13:45:00 Stale (~1 day 1 hr 39 min)

Luminosa 12-08-2025 11:30:01 Stale (~1 day 3 hr 54 min)




